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Program Analysis 1.0 (1999-200?)

1. Legacy focus

2. The static analysis genie 

3. Scale via aggressive abstraction

4. The genie out of the bottle → false alarms



Program Analysis 2.0

1. Constraints are empowering

2. Diversification → growth

3. Scale by decomposition

4. Rebottle the genie!



Some Program Analysis 2.0 Tools

 Code contracts for .NET

◦ MSIL rewriting, dynamic + static checking

 Automatic test data generation (Pex)

◦ Symbolic execution with SMT solvers (Z3)

 Systematic concurrency testing (CHESS)

◦ Direct model checking of code



Available for Academic/Commercial Use

 Academic

◦ http://research.microsoft.com/contracts/

◦ http://research.microsoft.com/pex/

◦ http://research.microsoft.com/chess/

 Commercial

◦ http://msdn.com/devlabs/

http://research.microsoft.com/contracts/
http://research.microsoft.com/pex/
http://research.microsoft.com/contracts/
http://msdn.com/devlabs/










class Rational {

public Rational(int n, int d) {
Contract.Requires( 0 < d );
this.N = n;
this.D = d;

}
}
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void ObjectInvariant() {
Contract.Invariant( items != null );

}

Features
• Declarative
• Language expression syntax

• Type checking / IDE
• Special Encodings

• Result and OldValue

public virtual int Add(object value)
{

Contract.Requires( value != null );
Contract.Ensures( Count == Contract.OldValue(Count) + 1 ); 
Contract.Ensures( Contract.Result<int>() == Contract.OldValue(Count) );

if (count == items.Length) EnsureCapacity(count + 1); 
items[count] = value; 
return count++;

}



.method public hidebysig newslot virtual instance int32  Add(object 'value') cil managed
{
ldarg.1
ldnull
ceq
ldc.i4.0
ceq
call       void [Microsoft.Contracts]Microsoft.Contracts.Contract::Requires(bool)
ldarg.0
call       instance int32 TabDemo.BaseList::get_Count()
ldarg.0
call       instance int32 TabDemo.BaseList::get_Count()
call       !!0 [Microsoft.Contracts]Microsoft.Contracts.Contract::Old<int32>(!!0)
ldc.i4.1
add
ceq
call       void [Microsoft.Contracts]Microsoft.Contracts.Contract::Ensures(bool)
call       !!0 [Microsoft.Contracts]Microsoft.Contracts.Contract::Result<int32>()
ldarg.0
call       instance int32 TabDemo.BaseList::get_Count()
call       !!0 [Microsoft.Contracts]Microsoft.Contracts.Contract::Old<int32>(!!0)
ceq
call       void [Microsoft.Contracts]Microsoft.Contracts.Contract::Ensures(bool)
ldarg.0
ldfld int32 TabDemo.BaseList::count
ldarg.0
ldfld object[] TabDemo.BaseList::items
ldlen
conv.i4
ceq
ldc.i4.0
ceq
stloc.1
ldloc.1
brtrue.s IL_0069
ldarg.0
ldarg.0
ldfld int32 TabDemo.BaseList::count
ldc.i4.1
add
call       instance void TabDemo.BaseList::EnsureCapacity(int32)
ldarg.0
ldfld object[] TabDemo.BaseList::items
ldarg.0
ldfld int32 TabDemo.BaseList::count
ldarg.1
stelem.ref
ldarg.0
dup
ldfld int32 TabDemo.BaseList::count
dup
stloc.2
ldc.i4.1
add
stfld int32 TabDemo.BaseList::count
ldloc.2
stloc.0
br.s IL_008b
ldloc.0
ret

} // end of method BaseList::Add

csc/vbc/…

csc/vbc/…

.method public hidebysig newslot virtual instance int32  Add(object 'value') cil managed
{
ldarg.0
ldfld int32 TabDemo.BaseList::count
ldarg.0
ldfld object[] TabDemo.BaseList::items
ldlen
conv.i4
ceq
ldc.i4.0
ceq
stloc.1
ldloc.1
brtrue.s IL_0029
ldarg.0
ldarg.0
ldfld int32 TabDemo.BaseList::count
ldc.i4.1
add
call       instance void TabDemo.BaseList::EnsureCapacity(int32)
ldarg.0
ldfld object[] TabDemo.BaseList::items
ldarg.0
ldfld int32 TabDemo.BaseList::count
ldarg.1
stelem.ref
ldarg.0
dup
ldfld int32 TabDemo.BaseList::count
dup
stloc.2
ldc.i4.1
add
stfld int32 TabDemo.BaseList::count
ldloc.2
stloc.0
br.s IL_004b
ldloc.0
ret

}

Release
Compile

/d:CONTRACTS_FULL

ccrewrite

Executable Runtime 
Contract Checking

public virtual int Add(object value){
Contract.Requires( value != null );

Contract.Ensures( Count == Contract.OldValue(Count) + 1 );
Contract.Ensures( Contract.Result<int>() == Contract.OldValue(Count) );

if (_size == _items.Length) EnsureCapacity(_size+1);
_items[_size] = value;
return _size++;

}

.method public hidebysig newslot virtual instance int32 Add(object 'value') cil managed
{
.locals init (int32 'Contract.Old(Count)',

int32 'Contract.Result<int>()')
ldarg.0
call       instance int32 TabDemo.BaseList::get_Count()
stloc.3
ldarg.1
ldnull
ceq
ldc.i4.0
ceq
ldstr "value != null"
call       void __RewriterMethods::RewriterRequires$PST06000009(bool,  string)
ldarg.0
ldfld int32 TabDemo.BaseList::count
ldarg.0
ldfld object[] TabDemo.BaseList::items
ldlen
conv.i4
ceq
ldc.i4.0
ceq
stloc.1
ldloc.1
brtrue IL_004d
nop
ldarg.0
ldarg.0
ldfld int32 TabDemo.BaseList::count
ldc.i4.1
add
call       instance void TabDemo.BaseList::EnsureCapacity(int32)
nop
nop
ldarg.0
ldfld object[] TabDemo.BaseList::items
ldarg.0
ldfld int32 TabDemo.BaseList::count
ldarg.1
stelem.ref
ldarg.0
dup
ldfld int32 TabDemo.BaseList::count
dup
stloc.2
ldc.i4.1
add
stfld int32 TabDemo.BaseList::count
ldloc.2
stloc.0
br IL_0072
ldloc.0
stloc.s 'Contract.Result<int>()'
br IL_007a
ldarg.0
call       instance int32 TabDemo.BaseList::get_Count()
ldloc.3
ldc.i4.1
add
ceq
ldstr "Count == Contract.Old(Count) + 1"
call       void __RewriterMethods::RewriterEnsures$PST0600000B(bool, string)
ldloc.s 'Contract.Result<int>()'
ldloc.s V_4
ceq
ldstr "Contract.Result<int>() == Contract.Old(Count)"
call       void __RewriterMethods::RewriterEnsures$PST0600000B(bool, string)
ldloc.s 'Contract.Result<int>()'
ret

}





 Enables contracts in all .NET languages



 Contract library a core component of .NET 4.0

 Same contracts used for









Pexxxx
White Box Test Generation

for .NET
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Purpose: Test input generator
Start from unmodified code (or code with contracts)

Generated tests emitted as traditional unit tests

Goal: test suite that covers all reachable statements

Technology: Dynamic symbolic execution
Whole-program, white-box code analysis

At the level of the .NET instructions (bytecode)

Symbolic execution based on monitoring and re-execution

Constraint solver (Z3) determines test inputs for new paths



Code to generate inputs for: Constraints to solve

a!=null

a!=null &&

a.Length>0

a!=null &&

a.Length>0 &&

a[0]==1234567890

void CoverMe(int[] a)
{
if (a == null) return;
if (a.Length > 0)

if (a[0] == 1234567890)
throw new Exception("bug");

}

Observed constraints

a==null

a!=null &&

!(a.Length>0)

a==null &&

a.Length>0 &&

a[0]!=1234567890

a==null &&

a.Length>0 &&

a[0]==1234567890

Input

null

{}

{0}

{123…}

a==null

a.Length>0

a[0]==123…
T

TF

T

F

F

Execute&MonitorSolve

Choose next path

Done: There is no path left.

Negated condition



How to test this code?
(Actual code from .NET base class libraries.)
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Demos
- test generation of Heap with contracts-

- test the ResourceReader-
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Pex automates test input generation for .NET programs

Pex enables Parameterized Unit Testing

Used in Microsoft to test core .NET components

http://research.microsoft.com/pex

http://research.microsoft.com/Pex
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CAP 

Memory
Model
bugs

Monitors

Coverage

Repro

Testing
Data
races

Debugging Visualization

Unmanaged
Program

Windows

Managed
Program

.NET CLR

• Record the interleaving executed
• Drive the program along an interleaving















Kernel:
Threads, Scheduler,
Synchronization Objects

While(not done) {
TestScenario()

}

TestScenario() {
…

}

Program

CHESS CHESS runs the scenario in a loop      

• Every run takes a different interleaving
• Every run is repeatable

Win32 API

Uses the CAP scheduler 
• To control and direct interleavings

Detect
• Assertion violations
• Deadlocks
• Dataraces
• Livelocks

CAP



























Program Analysis 2.0

1. Constraints are empowering

2. Diversification → growth

3. Scale by decomposition

4. Rebottle the genie!


